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Cybersecurity of critical infrastructure is essential for societal 

stability. As digitalization increases, so do vulnerabilities and risks. 

Tensor analysis provides an effective means to model complex 

interdependencies among system components and assess exposure to 

cyber threats. This study proposes a tensor-based methodology for 

evaluating risks, vulnerabilities, and protective measures using 

multidimensional data structures.  

 

Keywords: Critical infrastructure, tensor, tensor analysis, 

cybersecurity. 

Introduction 

 Critical infrastructure [1] underpins the functioning of modern 

society and the economy, including energy, transport, finance, 

communication, and IT systems. As digitalization and 

interconnectivity grow, so do cybersecurity risks, making their 

protection a top priority. Tensor analysis [2] offers an effective 

approach for modeling complex interdependencies among system 

elements, integrating risks, vulnerabilities, threats, and protective 

measures into a unified analytical model. This multidimensional 
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method enhances the accuracy of risk assessment, identifies critical 

vulnerabilities, and evaluates the impact of threats and defenses, 

including in ―black-box‖ attack scenarios.  

Findings 

Tensor model of cybersecurity for critical infrastructure. 

Using the classifications of parameters for resources, threats, 

vulnerabilities, and protection tools, we construct a 4-dimensional 

tensor model of cybersecurity for critical infrastructure. 

First, we define the primary tensors: 

 resource tensor ( ) has four dimensions: 

 type of resource (  ) – the category of the resource (e.g., 

information resource, software, hardware); 

 criticality of resource (  ) – the degree of criticality of 

the resource for system operation; 

 importance of resource (  ) – the resource's value to the 

organization; 

 availability of resource (  ) – the likelihood of 

accessing the resource overall; 

 threat tensor ( ) has four dimensions: 

 type of threat (  ) – the category of the threat (e.g., 

cyberattack, natural disaster, human factor); 

 probability of occurrence (  ) – the likelihood of the 

threat being realized; 

 criticality of threat (  ) – the level of damage the threat 

can cause; 

 scope of threat (  ) – the extent of the threat's impact on 

the overall system; 

 vulnerability tensor ( ) has four dimensions: 

 type of vulnerability (  ) – the category of vulnerability 

(e.g., weak encryption, unknown software bugs); 

 complexity (  ) – the complexity of exploiting the 

vulnerability; 

 potential impact on resources (  ) – the effect of the 

vulnerability on organizational resources; 

 criticality of vulnerability (  ) – the level of harm the 

vulnerability can cause; 

 protection tools tensor ( ) has four dimensions: 
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 type of protection tool (  ) – the category of protection 

tool (e.g., antivirus, firewall); 

 probability of activation (  ) – the likelihood that the 

protection tool will activate in the event of a threat; 

 criticality of tool (  ) – the importance of having the 

protection tool; 

 cost of tool (   
) – the expense of implementing the 

protection tool. 

Thus, the key elements of the mathematical model are: 

 resource tensor ( ) describes various characteristics of 

resources that require protection. Each resource is evaluated using the 

following dimensions (1): 

                         (1) 

 threat tensor ( ) considers threat type, probability, criticality, 

and scope. Threats are evaluated through these dimensions (2): 

                       ,  (2) 

 vulnerability tensor ( ) evaluates aspects of system 

vulnerabilities, including complexity, potential impact on resources, 

and criticality (3): 

                       ,  (3) 

 protection tools tensor ( ) evaluates the effectiveness and 

importance of protection tools in terms of activation probability and 

criticality: 

          (            
),  (4) 

To facilitate working with the model, several additional tensors are 

constructed: 

 threat impact tensor ( ) defines how specific threats affect 

resources, considering probability, criticality, and scope (5): 

          (                 ),  (5) 

 risk tensor (  ) evaluates the likelihood of specific threats 

exploiting vulnerabilities for certain resources, considering protection 

tools (6): 

    (                          ),  (6) 

Modelling of the “black box” attack. To model the "black box" 

attack, we need to modify our initial data from the protection tensor 

(4) and threat tensor (2). 

Changes made to the data for simulating the "black box" attack: 

1. Increase the values for certain elements of the threat tensor, 

for example:  1 1 1 1
    0,         

  0  . 
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2. Decrease the values for certain elements of the protection 

tensor, for example:  1 1 1 1
  0            

  0  . 

Using formulas (5) and (6) for calculation, we obtain the new 

results for tensors           and     and as result we can evaluate them. 

Conclusions 

The article examines the use of tensor analysis to address 

cybersecurity challenges in critical infrastructure by modeling 

complex interrelations among resources, threats, vulnerabilities, and 

protection measures for more accurate and adaptive risk assessment. 

Using four-dimensional tensors, the approach captures the influence 

of threat probability, resource criticality, vulnerability levels, and 

defense effectiveness on overall risk. It also enables real-time 

adjustment of protection strategies and supports modeling of ―black-

box‖ attack scenarios reflecting real-world threats.  
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